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Terroristattacker arligen - maltavia

Target Incidents Fatalities Injuries
2006 2007* 2006 2007* 2006 2007*

Business 264 141 379 249 1188 955
Governments 1010 139 1147 233 1615 454
Police 2013 533 3309 725 6091 1417
Private citizens & property 1273 1245 4681 2476 8184 4720
Religious figures/institutions 462 519 561 3334 1141 7590
Transports 278 180 591 452 1541 870
Other 1359 722 1402 1294 1231 2688
Total 6659 3479 12070 8763 20991 18694

Worldwide terrorism by targets 2006, 2007; * 2007 numbers only the first three quarters
(MIPT Terrorism Knowledge Base in Security Management Issues: 2007 November and 2008 April)

aly

[l

SCHENKER paniel Ekwal *g_\

RPS 090323 e

=
&

HOGSKOLAN I BORAS

VETENSKADP FOR PROFESSION

\

0



Terroristattacker arligen - metod

Tactics Incidents Fatalities Injuries
2006 2007 2006 2007 2006 2007

Armed attack 2620 1084 5025 1591 2446 914
Arson 140 44 4 0 10 0
Assassination 90 196 152 257 264 176
Barricade/hostage 5 3 6 0 4 12
Bombing 3346 1862 6229 6567 18132 16877
Kidnapping 358 198 487 188 57 20
Other/unknown 94 91 162 160 56 695
Total 6653 3478 12065 8763 20969 18694

Worldwide terrorism by tactics 2006, 2007

(MIPT Terrorism Knowledge Base in Security Management Issue: 2008 May)
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Terroristattacker arligen - var

Region Incidents Fatalities Injuries

Africa 64 104 270
Eastern Europe 141 61 112
Latin America & the Caribbean 152 149 157
Middle East / Persian Gulf 4540 9603 15814
North America 4 1 5
South Asia 1206 1877 3899
East/Central Asia and Oceania 394 264 677
Western Europe 152 6 35
Total 6653 12065 20969

Worldwide terrorism by region 2006
(MIPT Terrorism Knowledge Base in Security Management Issue: 2007 October)
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Kostnaden for Shrinkage (minskning)

Kostnad Europa:
Kostnad USA:

Tillverkande foretag

= External Theft: 11%
= Internal Theft: 11%
= Supplier Fraud: 0%
= Process Failure: 78%

Kalla: ECR shrinkage study 2001

SCHENKER

€18 miljarder (2000)
$30 miljarder (2000)

Kalla Europa: M+M Euro Trade (2000)
Kalla USA: National Retail Security Survey (2000)

Aterforsaljare
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External Theft: 37%
Internal Theft: 24%

Supplier Fraud: 12%
Process Failure: 27%
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Ogonblicksbild

= 1% av all kommersiella fordon ar utsatta for brott varje ar ecwr, 2002

= 17% av forarna har attackerats de senaste 5aren, 30% mer an en gang,
21% blev misshandlade (IRU, 2008)

= 8% av attackaterna utfors med handeldvapen (ru, 200
= 10% av all godsbrott ar hi-jacks qru. 200
= 65% av stolderna av hel godsbéarare utfér med hjélp av insider information

(IRU, 2008)

= Kostnaden i EU uppskattas till 8,2 miljarder Euro arligen e 2007
= 38% av attackerna utférdes utan att nagot stals (iuneta.200

= Vardet pa piratkopierade varor uppskattas till 176 miljader euro varje ar i
enbart EU27-omrédet (Rodwell et al., 2007)
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Tidpunkt nar stolderna intraffar

45% -

W % of Attacks
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10:00 14:00 18:00 22:00 02:00 06:00

Kéalla: IRU “Attacks on Drivers" Survey 2008
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Threat/risk matrix: threat potential (1 to 4)

Metod (modus operandi)

. . Stold fran | Stold av . Falsk N
Hijack Ran fordon fordon Falsk polis olycka Begrageri
Lastning 2 3 2 3 1 1 4
Koérning 4 1 1 1 4 4 2
Plats i |Osiker parking 2 4 4 4 3 1 2
leverans-
kedjan |Saker parking 2 2 3 3 1 1 2
Nara slutmal 4 3 3 4 3 1 3
Lossning 2 3 2 3 1 1 4
Data kalla: EWC Freight Crime Bulletins 2002-2009 / gﬁh \
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Survey Results:

2006 TARA—

Imnsporied Asset Protection Associa

=  Total Survey Revenue
— $376 Billion ($307 billion used for calculations purposes, excludes service

revenue)
= Total Survey Losses: $77 million
2006 Worldwide Loss Ratio:  0.025% The worldwide loss
0,0008 ratio decreased

marginally in 2006
from:

.026% to .025%

0,0004
0,0003 Benchmark
0.0002 I participant loss rates
| I I varied from:
0,0001
0 : : : : : .0038% to .25%

2001 2002 2003 2004 2005 2006

0,0007
0,0006
0,0005
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Global Losses

by Mode of
Transportation

80,00%
70,00%-

Truck and Air losses

account for over 97% 60,00%:

of all losses 50,00%
40,00%
30,00%-

Truck losses up 9%
year over year
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TATA—

ransported Asset Protection Association

20,00%-
10,00%0
0,00%-

74.62%

23.08%

0.77/%
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Forlustrisk och transportslag

Transportslag Viktandel (%) Vardeandel (%) Forlustandel (%)
(SCB, 2008) (SCB, 2008) (TAPA, 2006)

Vg 72 81 74,6

Jarnvag 14 7,6 0,8

Sj6 13,2 2,7 1,5

Flyg 0,4 7,1 23,1

Annat 0,4 1,6 0

Kalla: Ekwall, D. (2009) Managing the Risk for Antagonistic Threats against the Transport network,
Division of Logistics and Transportation, Chalmers University of Technology: Géteborg.
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Produkter

Product Category 2007

Laptops & PDA's

Unzpecified

consumer Electronics
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Mon-electronic

Peripheral (Hardware)

Computer Zoftware

CazhBullion

CPU

Fharmaceutical & Medical Products

Tobacco Products

More reports of non Hi-Tech products affected
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Internationella security program

Secure

Export Known

shipper

Accredited

1ISO28000

client partnership

DG Justice,
Freedom
Security
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secureflowy Syfte

Uppna tillfredsstéallande sékerhet i godsleveranser
utan menlig inverkan pa logistikflodet...

= Dessutom ska projektet astadkomma féljande:

— visa pa omfattning och monster i stérningar i godsflodet,
sarskilt i form av tillgrepp och hot,

— utvardera och om majligt rangordna vilka tillgangliga tekniska
hjalpmedel for att forhindra eller férsvara stdrningar i
godsflodet som ar effektivast i olika situationer,

— utgora en lank i det gemensamma europeiska arbetet pa
forbattrad sakerhet for transportgods,
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SseCuU I'E'"OW' Resultat

= Kunskap och klassificering av sakerhetsproblem,

= Utveckling av rekommendationer, teknik och verktyg for
forbattrad sékerhetsniva,

= Okad medvetenhet om existerande problem och mdjliga
motatgarder samt

= Tillvaratagna och systematiserade erfarenheter fran
storningar och skadefall inom omradet.
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secur E'ﬂOW’ Deltagare

= CargoNet AB,

= Lansstyrelsen i Varmlands lan,

= Guard Systems AB,

= |f Skadeforsakring AB,

= Lunds Universitet,

= Rikskriminalpolisen,

= SAAB AB (publ),

= Schenker,

= Secure Logistics AB,

= SP Sveriges Provnings- och Forskningsinstitut AB,
= Stena Line AB,

= Statens Raddningsverk/NCO

= Volvo utveckling

= Hogskolan i Boras abn
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Beskrivning av forovare

De tre G:

Gud (religion, politik, ideologier etc.)
Guld (kapital, ekonomisk makt etc.)

Ara (Glory) (status, tillfredstéllelse etc.)

Grunslaggande indelning:
Ekonomisk drivkraft
Icke-ekonomisk drivkraft

Fordvarens personliga tillfredstallelse och spanning:

Spanningssokare
Kalla: Ekwall, D. (2009) Managing the Risk for Antagonistic Threats against the Transport network,

U ppmarksam hetSSO kare Divisi'on of Lc,)gis',tics and Transportation, Chalmers University of Technology: Goéteborg.
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Ond religion (ideologi)

= Den gor ansprak pa absolut
= Den kraver blind lydnad
= Den etablerar en "fullandac

= Andamalen far helga alla ir
= Den forklarar "heligt krig”

’Nar manniskor tror att de har
Gud i fickan kan det rattfardiga
vilket beteende som helst.”

sanning

" tid
edel

Ur Nar religionen blir ond av
Charles Kimball
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Forsta terroristen — JACA-metoden

= Uppfattat Rattfardigande (Justification)
= Uppfattat Alternativ (Alternatives)

= Uppfattat Konsekvens (Conseguences)
= Uppfattat Formaga (Ability)

(DeBecker 1997)
’Frihetens trad maste gang pa
gang vattnas med patrioters och
tyranners blod.”

Thomas Jefferson 1787
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Forsta forovaren

= Ingen ar alltid farlig for alla

= Alla &r kapabla till vald

= Farlighet dr beroende pa omstandighet

= Farlighet ar en vérdering utifran situation
= \VVald &r en process

’Hur man an vander och vrider
pa fragan om religiost vald, tycks
religion och vald alltid varit en del
av mansklighetens historia™

Jonathan Peste
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Kostnader for godsstolder | Sverige - 1

Top-down conjecture

The total value of transported goods in Sweden: 2,093,000,000,000 SEK (SIKA, 2006)
The total amount of goods transported within the transport network: 98.5% (SCB, 2008)
The total losses during transport: 0.025-0.14% of the value (TAPA, 2006)

The theft ratio of the total losses during transport: ~10% (Ekwall, 2009)

This gives that the value of stolen goods during transport in Sweden for one year is 52 — 293
million SEK.

Kalla: Ekwall, D. (2009) Managing the Risk for Antagonistic Threats against the Transport network,
Division of Logistics and Transportation, Chalmers University of Technology: Géteborg. {gﬁ}ﬁ
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Kostnader for godsstolder | Sverige - 2

Bottom-up conjecture

In the report “TruckPol Annual Report 2007 by TruckPol in UK is the average loss per incident
£35 214 (€47 146). The theft of truck and hi-jacks are included in this number. A correction of

this gives the average loss value €18 858. A rough estimations using TruckPol’s number in
Sweden gives the following numbers:

= Loss value (2008): 375 million SEK
= Including correction for theft of truck (2008): 616 million SEK

Kalla: Ekwall, D. (2009) Managing the Risk for Antagonistic Threats against the Transport network,
Division of Logistics and Transportation, Chalmers University of Technology: Géteborg. {gﬁ}ﬁ
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Kostnader for godsstolder | Sverige - 3

Retail (swedish Trade Federation, | Distribution

2007)
Total cost: 9 billion SEK 400 million SEK
Loss/incident: 450 SEK 30 000 SEK (Ekwall et al.,

2007)

Number of reported crimes | 60 000 2140 (Nilsson et al., 2009)
Loss ratio of turnover 3-3,5% 0,025-0,14% (TAPA, 2006)
Solve percentage (BRA, 61% 4%
2008)
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Kalla: Ekwall, D. (2009) Managing the Risk for Antagonistic Threats against the Transport network,
Division of Logistics and Transportation, Chalmers University of Technology: Géteborg.
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Framtiden?

= Globala trender inom logistik och handel

= Problemet kommer inte att férsvinna

= Valdsinslaget i godsstdlder kommer att 6ka
= Bedrageri kommer att bli vanligare

= Det kommer alltid att finnas en svag punkt

= De regelverk som idag endast finns inom flyget kommer att finnas inom de
ovriga transportslagen ocksa.

= FOrst ut &r sjofarten, sedan jarnvagen och sist ut vagtransporterna

= Kriget mot terrorism och kriget mot droger kommer att vara en standig del i
internationella relationer

= Den globala byn har dramatiskt bidragit till att 0ka utbytet av idéer, metoder,
forklaringsmodeller och rattfardiganden. Denna trend forstarks

= Det sakerhetspolitiska laget
= Privatisering av valdsmonopolet
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